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DETAILED ACTION 

1 . A response was received on 06 December 2005. No claims have been 
amended, added, or canceled. Claims 1-101 are currently pending in the present 
application. 

Response to Arguments 

2. Applicant's arguments filed 06 December 2005 have been fully considered but 
they are not persuasive. 

Claims 1-101 were rejected under 35 U.S.C. 103(a) as unpatentable over Lloyd 
et al, US Patent 621 9790, in view of Vorobiev, US Patent 6651 063. 

In response to applicant's arguments against the references individually, one 
cannot show nonobviousness by attacking references individually where the rejections 
are based on combinations of references. See In re Keller, 642 F.2d 41 3, 208 
USPQ 871 (CCPA 1981); In re Merck & Co., 800 F.2d 1091, 231 USPQ 375 (Fed. Cir. 
1986). 

Specifically, Applicant argues that Lloyd does not disclose a gateway device for 
securely managing activities between a device and a service provider where the 
activities include obtaining status or diagnostic information or usage history from the 
device and providing information regarding failure and status updates to the provider. 
However, the Examiner believes that Lloyd does disclose a gateway securely managing 
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activities between a device and a service provider. Specifically, Applicant is directed to 
Figure 2, AAA Server 118, where the server manages activities (column 13, lines 2-21) 
between a user device (column 5, lines 38-40; Figure 1, workstation 128) and a service 
provider (column 4, lines 15-21; Figure 1, elements 110, 114, 116, for example). 
Further, regarding the nature of the managed activities, the Examiner notes that Lloyd 
was not relied upon to teach the types of activities. Rather, Vorobiev was included for a 
teaching of specific activities to be managed. 

Additionally, Applicant argues that Vorobiev does not disclose a gateway device 
for securely managing activities between a device and a service provider. The 
Examiner respectfully disagrees, and believes that Vorobiev does disclose such a 
gateway (see Figure 6, the Portal including User Data Repository 628; see also column 
19, line 22-column 20, line 6, where the user data repository communicates with both 
the smart appliance and the provider, in this case the appliance vendor). 

In response to applicant's argument that there is no suggestion to combine the 
references, the examiner recognizes that obviousness can only be established by 
combining or modifying the teachings of the prior art to produce the claimed invention 
where there is some teaching, suggestion, or motivation to do so found either in the 
references themselves or in the knowledge generally available to one of ordinary skill in 
the art. See In re Fine, 837 F.2d 1071 , 5 USPQ2d 1596 (Fed. Cir. 1988) and In re 
Jones, 958 F.2d 347, 21 USPQ2d 1941 (Fed. Cir. 1992). In this case, the motivation 
was as stated in the previous Office action, namely to simplify operations and processes 
(see Vorobiev, column 2, lines 3-35, especially lines 18-21) and to allow an entire 
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household of smart appliances to be remotely diagnosed and maintained by a vendor 
(see Vorobiev, column 19, lines 58-62). The Examiner notes that Applicant argues that 
"there is no motivation in Lloyd to combine it with Vorobiev" (page 20 of the present 
response); however, this is a spurious argument, as the Examiner has relied upon 
motivation in Vorobiev for combining its teachings with Lloyd. 

Therefore, for the reasons detailed above, the Examiner maintains the rejection 
as set forth below. In the above response and the rejection below, although the 
Examiner has cited particular columns, line numbers and figures in the references as 
applied to the claims for the convenience of Applicant, the specified citations are merely 
representative of the teaching of the prior art that are applied to specific limitations 
within the individual claims and other passages and figures may apply as well. It is 
respectfully requested that Applicant, in preparing any further response, fully consider 
the items of evidence in their entirety as potentially teaching all or part of the claimed 
invention, as well as the context of the passage as taught by the prior art or disclosed 
by the Examiner. 



Claim Rejections • 35 USC § 103 



3. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 
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4. Claims 1-101 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Lloyd et al, US Patent 6219790, in view of Vorobiev, US Patent 6651063. 

In reference to Claim 1 , Lloyd discloses a gateway device (Figure 2, AAA Server 
118) including an authenticator authenticating the identity of a device (column 3, lines 
23-30; column 4, lines 15-21; column 5, lines 5-16), an access authorizer permitting 
interaction between the device and a service provider (column 3, lines 31-34; column 
12, lines 8-15, noting column 1 1 , lines 16-23), and an activity manager (column 4, lines 
48-50; column 13, lines 2-21). However, Lloyd does not explicitly disclose the specific 
activities being managed. Vorobiev discloses a gateway device (Figure 6, User Data 
Repository 628; column 19, line 22-column 20, line 6) that includes an authenticator 
authenticating a device (column 9, lines 4-7) and a provider (column 6, lines 37-46), an 
access authorizer permitting the provider to interact with the device (column 7, lines 27- 
40; column 8, lines 55-65), and an activity manager that manages status and diagnostic 
information, usage history, notifications of failure, and status updates (column 19, line 
63-column 20, line 6; see Figure 6). Therefore, it would have been obvious to one of 
ordinary skill in the art at the time the invention was made to modify the gateway of 
Lloyd to include the features taught by Vorobiev, in order to simplify operations and 
processes (see Vorobiev, column 2, lines 3-35, especially lines 18-21) and in order to 
allow an entire household of smart appliances to be remotely diagnosed and maintained 
by a vendor (see Vorobiev, column 19, lines 58-62). 

In reference to Claim 10, Lloyd discloses a gateway device (Figure 2, AAA 
Server 1 1 8) including an authenticator authenticating the identity of a plurality of devices 
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permitting interaction between the devices and service providers (column 3, lines 23-30; 
column 4, lines 15-21; column 5, lines 5-16), an access authorizer (column 3, lines 31- 
34; column 12, lines 8-15, noting column 11, lines 16-23), and an activity manager 
(column 4, lines 48-50; column 1 3, lines 2-21 ). However, Lloyd does not explicitly 
disclose the specific activities being managed. Vorobiev discloses a gateway device 
(Figure 6, User Data Repository 628; column 19, line 22-column 20, line 6) that includes 
an authenticator authenticating devices (column 9, lines 4-7) and providers (column 6, 
lines 37-46), an access authorizer permitting the providers to interact with the devices 
(column 7, lines 27-40; column 8, lines 55-65), and an activity manager that manages 
status and diagnostic information, usage history, notifications of failure, and status 
updates (column 19, line 63-column 20, line 6; see Figure 6). Therefore, it would have 
been obvious to one of ordinary skill in the art at the time the invention was made to 
modify the gateway of Lloyd to include the features taught by Vorobiev, in order to 
simplify operations and processes (see Vorobiev, column 2, lines 3-35, especially lines 
1 8-21 ) and in order to allow an entire household of smart appliances to be remotely 
diagnosed and maintained by a vendor (see Vorobiev, column 19, lines 58-62). 

In reference to Claim 19, Lloyd discloses a gateway device (Figure 2, AAA 
Server 118) including a request handler (column 5, lines 59-64), an authenticator 
authenticating the identity of a device (column 3, lines 23-30; column 4, lines 15-21; 
column 5, lines 5-16), an access authorizer permitting interaction between the device 
and a service provider (column 3, lines 31-34; column 12, lines 8-15, noting column 11, 
lines 16-23), an activity manager (column 4, lines 48-50; column 13, lines 2-21), and a 
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response component (column 10, lines 25-29; column 5, lines 29-37). However, Lloyd 
does not explicitly disclose the specific activities being managed. Vorobiev discloses a 
gateway device (Figure 6, User Data Repository 628; column 19, line 22-column 20, line 
6) that includes a request handler receiving activity requests (column 19, lines 47-62), 
an authenticator authenticating a device (column 9, lines 4-7) and a provider (column 6, 
lines 37-46), an access authorizer permitting the provider to interact with the device 
(column 7, lines 27-40; column 8, lines 55-65), an activity manager that manages status 
and diagnostic information, usage history, notifications of failure, and status updates 
(column 1 9, line 63-column 20, line 6; see Figure 6), and a response component 
(column 4, lines 28-43; column 10, lines 43-46). Therefore, it would have been obvious 
to one of ordinary skill in the art at the time the invention was made to modify the 
gateway of Lloyd to include the features taught by Vorobiev, in order to simplify 
operations and processes (see Vorobiev, column 2, lines 3-35, especially lines 1 8-21 ) 
and in order to allow an entire household of smart appliances to be remotely diagnosed 
and maintained by a vendor (see Vorobiev, column 19, lines 58-62). 

In reference to Claim 26, Lloyd discloses a gateway device (Figure 2, AAA 
Server 118) including a request handler (column 5, lines 59-64), an authenticator 
authenticating the identity of a device (column 3, lines 23-30; column 4, lines 15-21; 
column 5, lines 5-16), an access authorizer permitting interaction between the device 
and a service provider (column 3, lines 31-34; column 12, lines 8-15, noting column 11, 
lines 16-23), an activity manager (column 4, lines 48-50; column 13, lines 2-21), a data 
format translator (column 3, lines 8-9; column 6, lines 56-60), and a response 
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component (column 10, lines 25-29; column 5, lines 29-37). However, Lloyd does not 
explicitly disclose the specific activities being managed. Vorobiev discloses a gateway 
device (Figure 6, User Data Repository 628; column 19, line 22-column 20, line 6) that 
includes a request handler receiving activity requests (column 19, lines 47-62), an 
authenticator authenticating a device (column 9, lines 4-7) and a provider (column 6, 
lines 37-46), an access authorizer permitting the provider to interact with the device 
(column 7, lines 27-40; column 8, lines 55-65), an activity manager that manages status 
and diagnostic information, usage history, notifications of failure, and status updates 
(column 19, line 63-column 20, line 6; see Figure 6), and a response component 
(column 4, lines 28-43; column 10, lines 43-46). Therefore, it would have been obvious 
to one of ordinary skill in the art at the time the invention was made to modify the 
gateway of Lloyd to include the features taught by Vorobiev, in order to simplify 
operations and processes (see Vorobiev, column 2, lines 3-35, especially lines 18-21) 
and in order to allow an entire household of smart appliances to be remotely diagnosed 
and maintained by a vendor (see Vorobiev, column 19, lines 58-62). 

In reference to Claim 27, Lloyd discloses a gateway device (Figure 2, AAA 
Server 118) including means for authenticating the identities of the service provider and 
device (column 3, lines 23-30; column 4, lines 15-21; column 5, lines 5-16), means for 
permitting the service provider to interact with the device (column 3, lines 31-34; column 
12, lines 8-15, noting column 11, lines 16-23), and means for managing activities 
between the service provider and device (column 4, lines 48-50; column 13, lines 2-21). 
However, Lloyd does not explicitly disclose the specific activities being managed. 
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Vorobiev discloses a gateway device (Figure 6, User Data Repository 628; column 19, 
line 22-column 20, line 6) that includes an authenticator authenticating a device (column 
9, lines 4-7) and a provider (column 6, lines 37-46), an access authorizer permitting the 
provider to interact with the device (column 7, lines 27-40; column 8, lines 55-65), and 
an activity manager that manages status and diagnostic information, usage history, 
notifications of failure, and status updates (column 19, line 63-column 20, line 6; see 
Figure 6). Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to modify the gateway of Lloyd to include the features 
taught by Vorobiev, in order to simplify operations and processes (see Vorobiev, column 
2, lines 3-35, especially lines 18-21) and in order to allow an entire household of smart 
appliances to be remotely diagnosed and maintained by a vendor (see Vorobiev, 
column 19, lines 58-62). 

In reference to Claim 36, Lloyd discloses a system including at least one 
appliance in a first network (Figure 1 , workstation 128; column 5, lines 38-40); a service 
provider in a second network (Figure 1 , elements 110, 114, 1 1 6, for example; column 4, 
lines 15-21); and a gateway device (Figure 2, AAA Server 118) including an 
authenticator authenticating the identity of the appliance (column 3, lines 23-30; column 
4, lines 15-21; column 5, lines 5-16), an access authorizer permitting interaction 
between the device and the service provider (column 3, lines 31-34; column 12, lines 8- 
15, noting column 1 1 , lines 16-23), and a service manager (column 4, lines 48-50; 
column 13, lines 2-21 ). However, Lloyd does not explicitly disclose the specific 
activities being managed. Vorobiev discloses a system including an appliance in a first 
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network (Figure 6, smart appliance 609); a provider in a second network (Figure 6, 
provider/appliance vendor 614); and a gateway device (Figure 6, User Data Repository 
628; column 1 9, line 22-column 20, line 6) that includes an authenticator authenticating 
an appliance (column 9, lines 4-7) and a provider (column 6, lines 37-46), an access 
authorizer permitting the provider to interact with the appliance (column 7, lines 27-40; 
column 8, lines 55-65), and an activity manager that manages status and diagnostic 
information, usage history, notifications of failure, and status updates (column 19, line 
63-column 20, line 6; see Figure 6). Therefore, it would have been obvious to one of 
ordinary skill in the art at the time the invention was made to modify the gateway of 
Lloyd to include the features taught by Vorobiev, in order to simplify operations and 
processes (see Vorobiev, column 2, lines 3-35, especially lines 18-21) and in order to 
allow an entire household of smart appliances to be remotely diagnosed and maintained 
by a vendor (see Vorobiev, column 19, lines 58-62). 

In reference to Claim 45, Lloyd discloses a system including at least one device 
in a first network (Figure 1 , workstation 128; column 5, lines 38-40); a service provider 
in a second network (Figure 1, elements 1 10, 1 14, 1 16, for example; column 4, lines 15- 
21); and a gateway device (Figure 2, AAA Server 118) including an authenticator 
authenticating the identity of the device (column 3, lines 23-30; column 4, lines 15-21; 
column 5, lines 5-16), an access authorizer permitting interaction between the device 
and the service provider (column 3, lines 31-34; column 12, lines 8-15, noting column 
11, lines 16-23), and an activity manager (column 4, lines 48-50; column 13, lines 2-21). 
However, Lloyd does not explicitly disclose the specific activities being managed. 
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Vorobiev discloses a system for securely providing remote monitoring and diagnostics 
(column 19, lines 58-62) including an device in a first network (Figure 6, smart appliance 
609); a provider in a second network (Figure 6, provider/appliance vendor 614); and a 
gateway device (Figure 6, User Data Repository 628; column 19, line 22 -column 20, line 
6) that includes an authenticator authenticating an appliance (column 9, lines 4-7) and a 
provider (column 6, lines 37-46), an access authorizer permitting the provider to interact 
with the appliance (column 7, lines 27-40; column 8, lines 55-65), and an activity 
manager that manages status and diagnostic information, usage history, notifications of 
failure, and status updates (column 19, line 63-column 20, line 6; see Figure 6). 
Therefore, it would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify the gateway of Lloyd to include the features taught by 
Vorobiev, in order to simplify operations and processes (see Vorobiev, column 2, lines 
3-35, especially lines 18-21) and in order to allow an entire household of smart 
appliances to be remotely diagnosed and maintained by a vendor (see Vorobiev, 
column 19, lines 58-62). 

Claim 54 is directed to a method corresponding substantially to the device of 
Claim 1, and is rejected by a similar rationale. 

Claim 62 is directed to a method corresponding substantially to the device of 
Claim 10, and is rejected by a similar rationale. 

Claim 70 is directed to a method corresponding substantially to the device of 
Claim 19, and is rejected by a similar rationale. 
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Claim 76 is directed to a method corresponding substantially to the system of 
Claim 36, and is rejected by a similar rationale. 

Claim 84 is directed to a method corresponding substantially to the system of 
Claim 45, and is rejected by a similar rationale. 

Claim 92 is directed to a software implementation of the device of Claim 1 
performing the method of Claim 54, and is rejected by a similar rationale. Further, Lloyd 
discloses that the device and method may be implemented in hardware, software, or a 
combination of the two (column 13, lines 22-25). 

Claim 100 is directed to a software implementation of the device of Claim 10 
performing the method of Claim 62, and is rejected by a similar rationale. Further, Lloyd 
discloses that the device and method may be implemented in hardware, software, or a 
combination of the two (column 13, lines 22-25). 

Claim 101 is directed to a software implementation of the device of Claim 19 
performing the method of Claim 70, and is rejected by a similar rationale. Further, Lloyd 
discloses that the device and method may be implemented in hardware, software, or a 
combination of the two (column 13, lines 22-25). 

In reference to Claims 2,11, 20, 28, 37, and 46, Lloyd and Vorobiev further 
disclose a digital signature identifying the gateway device (see Lloyd, column 6, lines 
26-30). 

In reference to Claims 3, 12, 21, 29, 38, 47, 55, 63, 71, 77, 85, and 93, Lloyd and 
Vorobiev further disclose a digital signal verifier (see Lloyd, column 6, lines 6-10). 
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In reference to Claims 4, 13, 22, 30, 39, 48, 56, 64, 72, 78, 86, and 94, Lloyd and 
Vorobiev further disclose a cryptographic component (see Lloyd, column 5, lines 52-64; 
see also Vorobiev, column 9, lines 4-7). 

In reference to Claims 5, 14, 23, 31, 40, 49, 57, 65, 73, 79, 87, and 95, Lloyd and 
Vorobiev further disclose specifying permitted activities (see Lloyd, column 6, lines 17- 
21 ; see also Vorobiev, column 7, line 62-column 8, line 4). 

In reference to Claims 6, 15, 32, 41, 50, 58, 66, 80, 88, and 96, Lloyd and 
Vorobiev further disclose a request handler receiving activity requests (see Lloyd, 
column 5, lines 59-64; see also Vorobiev, column 19, lines 47-62). 

In reference to Claims 7, 16, 33, 42, 51, 59, 67, 81, 89, and 97, Lloyd and 
Vorobiev further disclose a response component (see Lloyd, column 1 0, lines 25-29; 
column 5, lines 29-37; see also Vorobiev, column 4, lines 28-43; column 10, lines 43- 
46). 

In reference to Claims 8, 17, 24, 34, 43, 52, 60, 68, 74, 82, 90, and 98, Lloyd and 
Vorobiev further disclose a data format translator (see Lloyd, column 3, lines 8-9; 
column 6, lines 56-60). 

In reference to Claims 9, 18, 25, 35, 44, 53, 61, 69, 75, 83, 91, and 99, Lloyd and 
Vorobiev further disclose a network protocol translator (see Lloyd, column 2, lines 58- 
67). 
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Conclusion 

5. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the mailing date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Zachary A. Davis whose telephone number is (571) 272- 
3870. The examiner can normally be reached on weekdays 8:30-6:00, alternate 
Fridays off. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Emmanuel Moise can be reached on (571) 272-3865. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 
273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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